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Importance of orchestration (management of networks rather than 
direct control), as cooperation on complex issues is conditioned by: 

local dynamics + existence of networks

- Domestic politics dynamics

- Subnational actors
- Special interest groups

- NGOs

- Companies

Especially in the last 12-15 years: 

new and disruptive patterns of social and political mobilisation

Main argument



Domestic politics enable and constrain cooperation in at least 
three ways. 

I a
Cooperation is facilitated if domestic

political systems are similar

Domestic politics and 
cooperation



- Leeds e Davis (1999): there are more positive statements, 
agreements and assistance between democracies than 
between other types of regimes.

- Mansfield, Milner, e Rosendorff (2002): democracies are more 
likely to sign PTAs with other democracies. 

- Fuhrmann (2009): they are more likely to provide civilian 
nuclear assistance to other democracies.

This implies that different regime types might constrain collective 
action in the BRICS

Domestic politics and 
cooperation



But…

- Regime type is not necessarily relevant for cooperation in all 
areas; and

- It does not imply that cooperation cannot happen at all.

Domestic politics and 
cooperation



Governments frequently discriminate between ingroups and 
outgroups based on other criteria

- Brazil, for example, has provided assistance on health based 
not on regime type but on regional proximity and cultural 
affinity (Almeida et al. 2010; Lima, Viana, e Pereira Júnior 
2018; Ipea 2017);

- Similar regime types did not imply that cooperation within the 
IBSA group was significant: it was never as strong as in the 
BRICS. 

- Brazil and China have cooperated in the development of the 
CBERS satellites since the 1980s.

Domestic politics and 
cooperation



- Brazil and China have cooperated in the development of the 
CBERS satellites since the 1980s

Domestic politics and 
cooperation



I b
Intergovernmental cooperation is more likely to succeed when 

driven by pressures from domestic influential groups

Influential groups can shape state policies, and turn particular 
positions into the ‘national’ position.

Cooperation and influential 
groups



- Moravcsik (2013, 1994): the creation of the EEC was possible 
because business elites in different countries in Europe shared 
similar perceptions and interests;

- Plenty of evidence showing the influence of lobbying groups 
on trade policies, thereby hindering or encouraging 
cooperation in this area (Bhagwati 1988);

- Bach e Newman (2014): the existence of independent 
regulatory agencies in different countries favoured the 
creation of transgovernmental relations;

- Within the G7, influential groups and the public shared similar 
positions on drug trafficking, which facilitated the inclusion of 
this topic into the group’s agenda.

Cooperation and influential 
groups



This means that we need to look at domestically influential 
groups that have capacity and willingness to cooperate

This does not mean that cooperation is not possible if groups are 
weak, but that weaker groups have somehow to be helped to 

emerge. 

Cooperation and influential 
groups



II
Decision-makers should not ignore the importance of networks

Networks



Cooperation is too dependent on a small number of actors.

A dense network makes the cooperation system more resilient, 
as it can survive even if some of its links are broken. 

Under a network perspective, the state is a facilitator. Networks 
could include research institutions, subnational governments, 
among many others. 

Networks are weak…



Networks are weak…



Networks are weak…



The importance of orchestration



The process through which an organizational entrepreneur 
initiates, supports, or shapes a network of intermediaries to 
tackle some governance problem

Governing by convening and activating, not controlling

“Orchestration is a potentially powerful tool for entrepreneurs  
that seek to effect beneficial changes in behavior but lack the 
formal authority to mandate such change.”

ABBOTT, Kenneth W.; HALE, Thomas. Orchestrating global solutions networks: a guide for 
organizational entrepreneurs. Innovations: Technology, Governance, Globalization, v. 9, n. 1-2, p. 195-
212, 2014.

The importance of orchestration



The idea of global solution networks: self-organizing, “bottom-
up” arrangements; they go beyond traditional state-based  
cooperation.

ABBOTT, Kenneth W.; HALE, Thomas. Orchestrating global solutions networks: a guide for 
organizational entrepreneurs. Innovations: Technology, Governance, Globalization, v. 9, n. 1-2, p. 195-
212, 2014.

How to orchestrate



1. Determine if external conditions are appropriate

2. Determine if your organization possess required characteristics 
of success: capacity to mobilize, history of engagement with non-
state actors, funding activities, capacity of paying transaction 
costs (meetings, staff support, research)

3. Determine appropriate form of orchestration
– Initiating
– Supporting
– Shaping

ABBOTT, Kenneth W.; HALE, Thomas. Orchestrating global solutions networks: a guide for organizational 
entrepreneurs. Innovations: Technology, Governance, Globalization, v. 9, n. 1-2, p. 195-212, 2014.

https://www.youtube.com/watch?v=iiMlpFJ1iow

How to orchestrate

https://www.youtube.com/watch?v=iiMlpFJ1iow


Potential areas: cybersecurity

Why is this relevant?

Through the cyber domain various illegal activities can be conducted, 
including espionage, sabotage, dissemination of disinformation and 
propaganda, data theft, and other types of crime. 

Cybersecurity therefore cuts across different types of illegal activities.

More than 40% of internet users in the world are in the BRICS. 



Potential areas: cybersecurity

3 usages of the 5G technology

i) enhanced mobile broadband (eMBB), allowing broadband access 
everywhere;

ii) ultra-reliable and low latency communications (uRLLC), facilitating 
the creation of systems for autonomous vehicles, factory automation 
and augmented reality, for example; 

iii) massive machine type communications (mMTC), allowing a massive 
Internet of things.

Source: Kostopoulos et al. (2016); She, Yang, e Quek (2017)



Potential areas: cybersecurity

Sources for Internet of Things attacks

China 24.0%
USA 10.1%
Brazil 9.8%
Russia 5.7%
Mexico 4.0%
Japan 3.7%
Vietnam 3.5%
South Korea 3.2%
Turkey 2.6%
Italy 1.9%

Top ransomware by country

China 16.9%
India 14.3%
USA 13.0%
Brazil 5.0%
Portugal 3.9%
Mexico 3.5%
Indonesia 2.6%
Japan 2.1%
South Africa 2.1%
Chile 1.8%

Source: Symantec



Potential areas: cybersecurity

As there are powerful agencies working with this issue, there are in 
theory strong incentives for the BRICS to cooperate on this issue.

However:
- Different domestic political systems are likely to be a problem. This 
may raise suspicions among influential groups. We would need 
measures to increase trust.
- China dominates cyber-related technologies in a level high above that 
of the other BRICS. Cooperation is hard with such an asymmetry.



Potential areas: cybersecurity

3GPP 
members %

Internet users 
(million, 2016) %

China 126 9.4% 750 22.2%
United States 83 6.2% 250 7.4%
Germany 61 4.6% 73 2.2%
United Kingdom 58 4.3% 62 1.8%
France 55 4.1% 55 1.6%
India 21 1.6% 390 11.5%
Russia 2 0.1% 110 3.2%
South Africa 1 0.1% 30 0.9%
Brazil 0 - 130 3.8%
Total 1.340 - 3.385 -



5G patent applications, USPTO, 
EPO, PCT (until July 2019)
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Attending employees at 5G 
meetings (until July 2019)
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Global Cybersecurity Index (ITU)

1 UK 0.931

2 US 0.926

14 Japan 0.880

26 Russia 0.836

27 China 0.828

47 India 0.719

56 South Africa 0.652

70 Brazil 0.577



Potential areas: cybersecurity

Given these asymmetries, some of the BRICS are likely to be mainly 
consumers of cybersecurity-related technologies (unable to innovate).

It seems unlikely that large projects of technology transfer are viable. 
Should we focus then on building capacities to critically consume 
cyber-security related technologies?



Potential areas: cybersecurity

Yet we can think in terms of preventing hate speech and spread of 
disinformation. Groups are already doing this.

Rumours spread six times faster 
than facts…

Online hate speech, based on:
- Nationality
- Race
- Gender
- Sexual orientation
- Social class
- Disabilities



Potential areas: cybersecurity

Online hate speech



A few facts:
- Britain was once a main supporter of drug trafficking
- This changed due to the work of moral entrepreneurs, which 

sought to ban various drugs, especially cocaine, cannabis, 
alcohol, tobacco and opium

But alcohol and tobacco consumption was already widespread in 
the US and Europe, while the other drugs were consumed mainly 
by minority groups.

The results: some of them were prohibited but others were not.

Potential areas: drug trafficking



Potential areas: drug trafficking

NUTT, David et al. Development of a rational scale to assess the harm of drugs of potential misuse. The Lancet, 
v. 369, n. 9566, p. 1047-1053, 2007.

Alcohol

Cannabis

Tobacco

Heroin



Until the 1970s drugs were mainly a health issue. This started to 
change when the US government started putting more and more 
resources in repression.

In the 1980s, the war on drugs started, and it spread to many 
different countries.

Potential areas: drug trafficking



The BRICS could introduce a different approach to the fight 
against drugs, focused on health and science.

The US-led ‘war on drugs’ has not delivered what it promised to: 
no other activity has resisted so much the combined effort of 
governments.

This remains in spite of evidence showing that alternative 
approaches are more effective and efficient in reducing demand 
and supply of drugs. 

Why not a BRICS fund to support the fight against drugs?
Resources could be allocated to government institutions, 
research centres working from a public health perspective.

Potential areas: drug trafficking



Source: National Institute of Cancer (INCA), Brazil

A case: tobacco consumption



Conclusions

The fact that the BRICS have different domestic political systems is 
likely to hinder cooperation in a few areas but not in all of them.

It is necessary to consider the interests of different social groups in 
promoting specific cooperation agendas.

The group can be a platform for the formation of networks, both 
within the state and in civil society. 



Conclusions

Cooperation on cybersecurity is possible but it is likely to be 
asymmetric, given China`s dominance. Others could incorporate 
technologies but some of them may want to focus on being able to 
critically consume foreign technologies.

On drugs use, various actors have accumulated experience, and 
they could be integrated into networks already fighting against this 
problem. Focus should be on health and science.



Recommendations

Intra-BRICS
- Encourage the formation of networks, including members from 

civil society, subnational governments and specific government 
sectors in BRICS committees. We cannot waste valuable skills.

- Reduce information asymmetry between providers and 
consumers of cyber-security products and services (e.g., 
encourage training of civil servants for the critical consumption 
of cybersecurity-related technologies);

- Create funds for projects against drugs use, focused on science 
and public health



Recommendations

Extra-BRICS
- Stress the importance of scientific evidence as guide for action;
- Stress the co-responsibility of North and South in fighting crime;
- Question the association between migration and crime;
- Think in terms of preventing and repressing online hate speech.
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